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CHANGE IS CERTAIN!

Florida Depar tment ﬂj Transportation

RICK SCOTT 605 Suwarinee Street ANANTH PRASAD
GOVERNOR Tallghossee, FL 32399-045 SECRETARY

OFFICE OF DESIGN MEMORANDUM 14-01
DATE: April 21, 2014

TO: District Directors of Transpartation Operations, District Directors of Transportation Development,
District Design Engineers, District Program Management Engineers and District Construction

Engineers ~ A
FROM: Duane Brautigam, P. E., Director,-Office {iﬂjslgn

COPIES: Brian Blanchard, Tom Byron, Bob Crim, Bruce Dana, John Krause, Kurt Lieblong, Michael
Shepard, Robert Robertson, David Sadler, Trey Tillander, Rudy Powell, Greg Schiess, Juanita
Moore, Chad Thompson (FHWA), Felix Delgade (FHWA), and Nick Finch (FHWA)

SUBJECT: Sunset of Classical Electronic Delivery for FDOT Project Lettings

This bulletin changes the Department's policy for project delivery and requires Digital Delivery to be used instead of
Electronic Delivery for all FDOT project lettings after June 30, 2015.
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ACQUISITION AND MANAGEMENT OF A DIGITAL CERTIFICATE

FDOT Employees Consultants

Logged in as COIRD9S4QT (Currently Assigned to Central Office

Automated Access Request Form

Home  Create Request Pending Requests  Search

Eden'l‘rust )

Welcome to the Florida Depariment of Transportation's Computer Security Automated Access Request Farm (AARF) system

This system was designed to automate computer security access requests, approvals, and authorizations. The Computer Security Administration (CSA) office is

charged with coerdinating and administering statewide computer security polici es, and standards. Strict guidelines are enforced for requesting

access to the Department's networks and resources. Tl ystem was developed so that CSA can quickly respond and coordinate access requests to all of the
iverse systems, while maintaining the Department’s compliance with regulatory requirements

If you need to request access to any of the artment's systems, please select the appropriate access request, d above, and continue into the Automated
Access Request Form system

curity Team

This site is maintained by the Office of Information Systems.
Report suggestions, comments or errors to:
FDOT S

or FDOT.ServiceDesk@dot.state flus.

Solutions for: BANKS CORPORATES GOVERNMENT
IdenTrust is the global leader in trusted identity solutions, by global financial insfitutions, government agencies and corporations around the world. IdenTrust
enables organizations o effeclively manage the risks with identity

countries around the world, minimize investment in
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SOLUTIONS IN THE NEWS

Global

‘GET YOUR DIGITAL CERTIFICATES

DOD PKI ECA

anaged PKI Hosting St ES Business Representaive

Electronic Banl nt Management

ACES VPN IPSEC Client
Portable Identity Prote

Individual Level Signing of Payment Files

Eliminating Paper B

IdenTrust Commun




ACQUISITION AND MANAGEMENT OF A DIGITAL CERTIFICATE

http:/ /infonet /

Home | Agency Directory | Internet | Offices | Search

FDOT)|INFONET

Agency Resources

Awards and Special Events
Emergency Information
Executive Meetings

Executive Management Team
Forms. Policies and Procedures
Mission, Vision, Values
Performance Management
Templates

Training and Development

Secretary's Corner

Innovators! Team

E Daylight Savings Time ends at 2:00 a.m. on Sunday, November 2.

Secretary’s Podcast

Step-Up Resources

Town Hall Webinar Employment News

Technology

Insurance and Benefits Daily Clips ! DOTNEWS
FDOT [/ District Newsletters
0I1G Examiner

Safety Advisor

Application /| Web Development
E-Mail / File Sharing

Latest From Twitter 9%

W dan tracy Itracy
A

Whao needs a car? Millennials like bikes
and walking more. fw.to/6hskhd4V
nth Prasad, PE State Holidays

Job Vacancies
Payroll Information Enterprise Applications
People First Resources Enterprise Information Portal
Security Newsline Mainframe

More... More... More...

FLORIDA DOT yFDOT 17k Other Resources

yusia #Fbike trails lengthen as more are
linked together including @railstotrails
paths & Coast-to-Coast Connector
news-journalonline.com/article/201410...-

Business
Contracts/Services
Purchasing Card
State Contract Search
Travel

Work Activity Codes

More...

Correspondence (FDOTracker)

Publications Registry

Public Meeting Notices
More...

Legal
Claims

Contacts

FL Administrative Code

Florida Statutes
Public Records

More...

Legislative
Contacts

Current | egislation
Legislative Overview
State L egislators

State Representatives
More...




ACQUISITION AND MANAGEMENT OF A DIGITAL CERTIFICATE

FDOT Employees
http:/ /infonet.dot.state.fl.us /officeofinformationsystems /Applications.htm

Logged in as COIRDIS4QT (Currently Assigned to Central Office

Create Request Pendinj

New User / Account

Name Change

Welcome to the Florida Department of Transportatig ess Request Form (AARF) system

Access Change
tem was designed to automate computer st

with coordinating and istering statew BRI FET 15 (51 ¢

ess to the Department's netwo d resource

diverse systems, while maintaining the Department’

i authol i e Computer Security Administration (CSA) office is
& Strict guidelines are el d for requesting
ss requesis to all of the

Termination
If you need to request access to any of the Departn,
Access Request Form system Other Request Types

-- Computer Security Team.

This site is maintained by the Office . . " . : o
Report suggestit’l‘ns‘ comme Logged in as CO\RDHE4QT (Currently Assigned to Central Office }

FOOT Secuiy el ) A Automated Access Request Form

or FDOT ServiceDesk@c a
-]
=
13 Home Help

Selected Request Type: AccessChange for

* Required Field

Statewide Access ltems:
[IPBVIEWS - Performance

Digital Signature Certificate []FLAIR Additional Property CID Measurement (DO NOT USE
AS OF 10/23/13)

1] (A) Personal Device -
Agreement |

1| (B) Personal Device
Connection |

[1EDMS - Loading DOC (Business Area) [FLAIR CITS [C1PCM - Cost Transfer

http://www.dot.state.fl.us/construction/forms/ElectronicSubmit/DigitalCertificatesGuide.pdf



http://www.dot.state.fl.us/construction/forms/ElectronicSubmit/DigitalCertificatesGuide.pdf




ACCESS CERTIFICATES FOR ELECTRONIC SERVICES (ACES)

®* ACES program - created and sponsored by the GSA

®* Facilitate secure on-line access to information and services

through PKI and digital signature technology

® Business-2-Government , Consumer-2-Government

Transactions.
® “Real Time” validation

® Digital Signatures on electronically produced documents and

forms which are non-reputable.



\O DIGITAL SIGNATURE
\l\] Trusted 3 Party

O

Private Key Public Key

- Digital Delivery l -

Professional
Of

Record

Authority
Having
Jurisdiction
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APPEARANCE

Standard Text Signature — This is the generic “out-of-the-box” appearance that is applied by Adobe
Standard software.

Dagitally signed by Steve Q Tillman

S te Ve Q DN: c=US, o=ldenTrust ACES Business
Representative, ou=FLORIDA DEPARTMENT OF
TRANSPORTATION, cn=5teve Q Tillman,
082342 18200300.100.1.1=A010030000001213

I II I I I an 353758D0030ADEBT

Date: 2014.05.18 18:44:02 -04°00°




APPEARANCE

Plan Text Signature — This is the signature appearance that is applied to FDOT plan sets.

Steve Q 2014.05.16

Tillman 16:44:46 -04'00°



APPEARANCE

Wet Ink Signature — This signature appearance contains a scanned image of a wet-ink signature. This
one may be used to sign correspondence such as memos, emaiil, etc.

Steve Q Tillman
| am the author of this

document
2014 0516 16:45:13 -04'00"




APPEARANCE

Wet Ink Signature with Seal — This signature appearance contains a scanned image of an embossed seal
over a wet-ink signature. This one may be used to sign correspondence such as memos, emaiil, etc.

Steve Q Tillman

By placing this digital certificate | intend
fo apply my professional signature and
seal fo this document according to the

rules of the Florida Depariment of
Business and Professional Regulation,
Board of Professional Engineers, Rule
61G15-23.003 FA.C.

2014.05.16 16:45:57 -04'00"







